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Agenda

• 10 Critical cybersecurity incidents in 2020
• The new normal
• My little cryptal ball predictions for Hong Kong
• The BT’s challenges 

• Cybersecurity hygiene
• Penetration testing / vulnerability scanning
• Endpoint | network defense
• Continuous monitoring
• CTI and IR



10 Critical Cybersecurity incidents in 2020

1. Supply chain attacks
2. Phishing and BEC
3. Human operated ransomware
4. VPN vulnerabilities
5. Malware Emotet and Trickbot
6. Vulnerabilities and patching
7. Unauthorized access
8. RDDoS
9. APT
10. Hong Kong/APAC/Financial
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The new normal
- Moving from corporate IT stack to 
“Work from anywhere” workforce



• Work is done over home internet 
ISPs, with possibly unpatched routers 
and machines

• Housebound users will have to be 
wary of VPN vulnerabilities

• Cybercriminals will offer hacked 
routers as a new service

• Covid-19 related fraudulent emails 
and spams

• The healthcare sectors, in particulars 
will be thrust under the spotlight

• Widespread remote work has broad-
reaching effects on cybersecurity

• Zero trust models will gain 
momentum in 2021 through micro-
segmentation

• Cloud infrastructure requires special 
attention from defenders



2021 Predictions 
for Hong Kong
- From my little cryptal ball





• Emotet was first discovered in June 2014 by 
TrendMicro. 

• In 2015, a new Emotet was released, using 
built-in public RSA key with ATS scripts for web 
injection.

• The 2016 version infected web-surfing victims 
using the RIG-E and RIG-V exploit kits.

• Emotet could send spam independently in 
2017.

• Starting from 2018, Emotet started distributing 
the banking Trojan Panda.

• In 2019, Emotet again modified HTTP protocol, 
switching to POST requests and using a 
dictionary to create the path. 



• The vulnerability is CVE-2018-13379, a path traversal 
flaw impacting a large number of unpatched Fortinet 
FortiOS SSL VPN devices.

• A hacker has posted a list of one-line exploits to steal 
VPN credentials from almost 50,000 Fortinet VPN 
devices.

• The list of vulnerable targets are domains belonging to 
banks and government organizations from around the 
world.

• Meh Chang(@mehqq_) and Orange Tsai(@orange_8361) 
published their works on 2019年8月10日星期六.

• HKCERT has already notified 40 corresponding local 
network providers and organisations to take appropriate 
remedial actions promptly.





Phishing and BEC
• BEC is not a new type of attack but has greatly 

evolved over the past eight or nine years.

• FBI started tracking BEC attacks in 2013.

• BEC attacks are a combination of social 
engineering and phishing. 

• These attacks rely on the actor being able to 
trick selected people to provide some amount 
of funds based on directions provided via 
email.

• The attacker would send an email to someone 
in finance, pretending to be the CEO, asking 
them to transfer money. 

• The fake email can be difficult to identify.

• This technique has been surprisingly effective.
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The BT’s challenges 



Blue team’s defense
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BEC SolarWinds
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Red Team Phishing
Tests

Yes, for
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