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In the spotlight this week #ransomware #0365:

e Inour 15/6 Summary we said: Maze ransomware has targeted organizations on
Fortune 500s (#HK). This week we found #HK business entities: Bossini and City
Super seems infected with #MAZE and #Netwalker (also mentioned in our 28/5
Summary) and part of their data was released in the dark web.

e Not only business entities, DopplePaymer ransomware gang says it breached one
of NASA's IT contractors - Digital Management Inc. It is unclear how deep inside
DMI's network the DopplePaymer gang made it during their breach.

e Abnormal Security disclosed their findings on Office 365 phishing baits. Customers
are targeted by a campaign using messages and phishing landing page
camouflaged as notifications sent by their organization to update the VPN
configuration.

(cisp-id:8080) Jun 4, 2020 (Apr 28, 2020)
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Ransomware attacks have been a part of the security landscape for a long time. We are
familiar with infamous malware such as CryptoLocker, WannaCry and Ryuk, all of which
have caused enormous damage to organizations and private assets globally. And while
ransomware has just started to take its first steps in the mobile world, it’s evolving fast as
malware developers and attackers apply the experience, they have gained to create
disruptive mobile ransomware attacks. An example is the ‘Black Rose Lucy’ malware family,
originally discovered in September 2018 by Check Point. And now, nearly two years later, it
is back with new ransomware capabilities that allow it to take control of victims’ devices to
make various changes and install new malicious applications.

https://research.checkpoint.com/2020/lucys-back-ransomware-goes-mobile/
https://www.freebuf.com/articles/terminal/236081.html
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Ransomware gang says it breached one of NASA's IT contractors.

DopplePaymer ransomware gang claims to have breached Digital Management Inc. (DMI), a
major US IT and cybersecurity provider, and one of NASA IT contractors. According to the
company's press releases, DMI's customer list includes several Fortune 100 companies and
many government agencies, among them NASA. It is unclear how deep inside DMI's
network the DopplePaymer gang made it during their breach, and how many customer
networks they managed to breach. Three DMI spokespersons did not answer phone calls
from ZDNet seeking comment for this article. The archives include everything from HR
documents to project plans, as can be seen from a screenshot ZDNet took of one of the
files. Employee details included in these files matched public LinkedIn records.
https://www.zdnet.com/article/ransomware-gang-says-it-breached-one-of-nasas-it-contractors/

(cisp-id:8076) Jun 3, 2020
Two vulnerabilities in Zoom could lead to code execution. Cisco Talos recently discovered
two vulnerabilities in the popular Zoom video chatting application that could allow a



malicious user to execute arbitrary code on victims’ machines. Video conferencing software
has skyrocketed in popularity during the COVID-19 pandemic as individuals across the globe
are encouraged to work from home and avoid close face-to-face contact with friends and
family. In accordance with our coordinated disclosure policy, Cisco Talos worked with Zoom
to ensure thatthese issues are resolved. TALOS-2020-1056 was fixed in May. Zoom fixed
TALOS-2020-1055 server-side in a separate update, though Cisco Talos believes it still
requires a fix on the client-side to completely resolve the security risk.
https://blog.talosintelligence.com/2020/06/vuln-spotlight-zoom-code-execution-june-
2020.htmI?m=1
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Office 365 phishing baits remote workers with fake VPN configs.

Microsoft Office 365 customers are targeted by a phishing campaign using bait messages
camouflaged as notifications sent by their organization to update the VPN configuration
they use to access company assets while working from home. The phishing emails
impersonating VPN configuration update requests sent by their company's IT support
department have so far landed in the inboxes of up to 15,000 targets according to stats
from researchers at email security company Abnormal Security. These phishing messages
are a lot more dangerous because of the huge influx of employees working remotely and
using VPNs to connect to company resources from home for sharing documents with their
colleagues and accessing their orgs' servers.
https://www.bleepingcomputer.com/news/security/office-365-phishing-baits-remote-workers-with-
fake-vpn-configs/
https://abnormalsecurity.com/blog/abnormal-attack-stories-vpn-impersonation-phishing/
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Phishing landing page hosted on web.core.windows.net
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A newly created twitter account @ransomleaks disclosed ransomware incidents.
#MazeRansomware dropped seven leaks today. That's a record high. Here's the victims
w/revenue. Bossini(<1m) and #NetWalker is threatening to #leak data from #breach
http://citysuper.com.hk in 6 days. City Super is "Hong Kong's first-of-its-kind Mega Lifestyle
Specialty Store”

https://twitter.com/ransomleaks/status/1265519565271957506
https://twitter.com/ransomleaks/status/1267731275873468425




Our Threat Intelligence Platform (http://dashboard.cisp.org.hk/) is ready for public access.

&« c @ © & dashboard.cisp.org.hk o @ || Q search noEe «

Bitcoin Abuse Se:

Cyber Threat Intelligence

Threat Intelligence Overview

- a CTI platform for APAC
Time Range
Last 7 days ~ | HideFiters
Samples Domains IP Addresses Hosts Source Links
ABER PIRRS PR FREH SRR
Source (f###33§) - the link provided may contain malicious contents
date ¢ event_id ¢ threat ¢  comment & title link &
2020-06-04 8080 checkpoint KRB ER-RENHRRE: Lucy Loader https://research com/2020/ -ansomware-g¢ ile/
2020-06-04 8080 freebuf .com “RERABR"CE-RENYHRYRH: Lucy Loader https://www. freebuf .com/articles/terminal/236081. html

2020-06-03 8079 2 .troyhunt.com The Unattributable https: //www. troyhunt.com/the-unattributable-lead-hunter-data-breach/

2020-06-03 8078 ZDNet Ransomware gang says it breached one of NASA's IT contractors https: //www. zdnet. con/article/ransomware-gang-says-it-breached-one-of -nasas-it-contractors/#f tag=Rssbaf fb68
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2020-06-03 8075 ZDNet Hackers hijack one of Coincheck's domains for spear-phishing attacks https: //www. zdnet. com/article/hackers-hij ins-for-spear-pl
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2020-06-03 8074 Kaspersky Cycldek: Bridging the (air) gap: Goblin Panda https://securelist. con/cycldek-bridging-the-air-gap/97157/
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2020-06-03 8073 abnormalsecurity. com Office 365 phishing baits remote workers with fake VPN configs https: //abnormalsecurity.con/blog/abnormal-attack-stories-vpn-impersonation-phishing/
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http://mazenews. top/bossini-enterprises-1limited-hbywk

2020-06-03 8071 Twitter #MazeRansomware dropped seven leaks today. Bossini, City Super https://twitter. com/ransomleaks/status/126551956527195750675=12

2020-06-03 8071 KrebsOnSecurity #MazeRansomware dropped seven leaks today. Bossini, City Super https: //krebsonsecurity. com/2013/12/ransomware-gangs-now-outing-victim-businesses-that-dont-pay-up/

2020-06-03 8071

Twitter #MazeRansomware dropped seven leaks today. Bossini, City Super https://twitter.com/r status/1267731

2020-06-02 8077 1ab52. 10 Mustang Panda Recent Activity: D11-Sideloading trojans with temporal C2 servers https://1ab52. io/blog/mustang-panda-recent-activity-d11-sideloading-trojans-with-temporal-c2-servers/

2020-06-02 8070 KrebsOnSecurity REvil Ransomware Gang Starts Auctioning Victim Data https://krebsonsecurity. com/2020/06/revil-ransomare-gang-starts-auctioning-victim-data/
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