
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
(cisp-id:9508) Nov 11, 2020 
Ubuntu fixes bugs that standard users could use to become root. 
The first series of commands triggered a denial-of-service bug in a daemon called accountsservice, 
which as its name suggests is used to manage user accounts on the computer. To do this, Backhouse 
created a Symlink, changed the regional language setting, and sent accountsservice a SIGSTOP. With 
the help of a few extra commands, Backhouse was able to set a timer that gave him just enough 
time to log out of the account before accountsservice crashed. When done correctly, Ubuntu would 
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In the spotlight this week:  
• Ubuntu fixes bugs that standard users could use to become root. The first series of 

commands triggered a denial-of-service bug in a daemon called accountsservice, which as 
its name suggests is used to manage user accounts on the computer. To do this, 
Backhouse created a Symlink, changed the regional language setting, and sent 
accountsservice a SIGSTOP. With the help of a few extra commands, Backhouse was able 
to set a timer that gave him just enough time to log out of the account before 
accountsservice crashed. When done correctly, Ubuntu would restart and open a window 
that allowed the user to create a new account that—you guessed it—had root privileges. 

• Adobe and Microsoft each issued a bevy of updates today to plug critical security holes in 
their software. Microsoft’s release includes fixes for 112 separate flaws, including one 
zero-day vulnerability that is already being exploited to attack Windows users. A chief 
concern among all these updates this month is CVE-2020-17087, which is an “important” 
bug in the Windows kernel that is already seeing active exploitation. CVE-2020-17087 is 
not listed as critical because it’s what’s known as a privilege escalation flaw that would 
allow an attacker who has already compromised a less powerful user account on a 
system to gain administrative control. In essence, it would have to be chained with 
another exploit. 

• PaloAlto observed involved two backdoors – one of which we call TriFive and a variant of 
CASHY200 that we call Snugy – as well as a web shell that we call BumbleBee. The TriFive 
and Snugy backdoors are PowerShell scripts that provide backdoor access to the 
compromised Exchange server, using Exchange Web Services (EWS) to create drafts 
within the Deleted Items folder of a compromised email account. The Snugy backdoor 
uses a DNS tunneling channel to run commands on the compromised server. 

• Sophos said: A group of targeted attacks takes a different spin on methods first seen in 
PlugX APT. The cases are connected by a common artifact: the program database (PDB) 
path. All samples share a similar PDB path, with several of them containing the folder 
name “KilllSomeOne.” They have identified four different side-loading scenarios (a clean 
loader calling a malicious dll to decrypt play load with a file of .dat) that were used by the 
same threat actor. I remembered I had analysed various sample sets using similar TTP in a 
intrusion analysis for a Hong Kong university in 2017. I even used asked my students to 
create a yara rule in an examination question. ;) 

• Mandiant has been investigating compromised Oracle Solaris machines in customer 
environments. During our investigations, we discovered an exploit tool on a customer’s 
system and analyzed it to see how it was attacking their Solaris environment. Mandiant 
experts provided detailed information on this vulnerability and how it was used by 
UNC1945 during a webinar. They also developed a proof of concept exploit to trigger the 
overflow and crash the SSH server.  

 
 



 

restart and open a window that allowed the user to create a new account that—you guessed it—had 
root privileges. Here’s a video of Backhouse’s attack in action. 
https://arstechnica.com/information-technology/2020/11/ubuntu-fixes-bugs-that-standard-users-
could-use-to-become-root/  
 
(cisp-id:9506) Nov 10, 2020 
Adobe's Security Updates for Multiple Products and Microsfot Patch Tuesday, Nov Edition 
Adobe and Microsoft each issued a bevy of updates today to plug critical security holes in their 
software. Microsoft’s release includes fixes for 112 separate flaws, including one zero-day 
vulnerability that is already being exploited to attack Windows users. Microsoft also is taking flak for 
changing its security advisories and limiting the amount of information disclosed about each bug. A 
chief concern among all these updates this month is CVE-2020-17087, which is an “important” bug in 
the Windows kernel that is already seeing active exploitation. CVE-2020-17087 is not listed as critical 
because it’s what’s known as a privilege escalation flaw that would allow an attacker who has 
already compromised a less powerful user account on a system to gain administrative control. In 
essence, it would have to be chained with another exploit. 
https://krebsonsecurity.com/2020/11/patch-tuesday-november-2020-edition/  
 
(cisp-id:9502) Nov 9, 2020 
Newly Backdoors Using Deleted Email Drafts and DNS Tunneling for Command and Control. 
The xHunt campaign has been active since at least July 2018 and we have seen this group target 
Kuwait government and shipping and transportation organizations. The activity PaloAlto observed 
involved two backdoors – one of which we call TriFive and a variant of CASHY200 that we call Snugy 
– as well as a web shell that we call BumbleBee. The TriFive and Snugy backdoors are PowerShell 
scripts that provide backdoor access to the compromised Exchange server, using Exchange Web 
Services (EWS) to create drafts within the Deleted Items folder of a compromised email account. The 
Snugy backdoor uses a DNS tunneling channel to run commands on the compromised server.  
https://unit42.paloaltonetworks.com/xhunt-campaign-backdoors/  
  
(cisp-id:9493) Nov 7, 2020 
A new APT uses DLL side-loads to “KilllSomeOne” 
Sophos said: A group of targeted attacks takes a different spin on methods first seen in PlugX APT 
operations. They first saw it used by (mostly Chinese) APT groups as early as 2013, before 
cybercrime groups started to add it to their arsenal—this particular payload was not one we’ve seen 
before. It stands out because the threat actors used several plaintext strings written in poor English 
with politically inspired messages in their samples. The cases are connected by a common artifact: 
the program database (PDB) path. All samples share a similar PDB path, with several of them 
containing the folder name “KilllSomeOne.” They have identified four different side-loading 
scenarios (a clean loder calling a malicious dll to decrypt a playload with extension .dat) that were 
used by the same threat actor. 
https://news.sophos.com/en-us/2020/11/04/a-new-apt-uses-dll-side-loads-to-killlsomeone/ 
 
(cisp-id:9490) Nov 7, 2020 
In Wild Critical Buffer Overflow Vulnerability in Solaris— CVE-2020-14871. 
Mandiant has been investigating compromised Oracle Solaris machines in customer environments. 
During our investigations, we discovered an exploit tool on a customer’s system and analyzed it to 
see how it was attacking their Solaris environment. Mandiant experts provided detailed information 
on this vulnerability and how it was used by UNC1945 during a webinar. They also developed a proof 
of concept exploit to trigger the overflow and crash the SSH server.  
https://www.fireeye.com/blog/threat-research/2020/11/critical-buffer-overflow-vulnerability-in-
solaris-can-allow-remote-takeover.html 



 

Our Threat Intelligence Platform (http://dashboard.cisp.org.hk/) is ready for public access.  

Get access? please send an email to: admin@dragonadvancetech.com 


